
FLORIDA GATEWAY COLLEGE

POLICY


TITLE:  Red Flag Identity Theft Prevention

               NUMBER: 6Hx12:03:20

AUTHORITY: District Board of Trustees


PAGE: 1


RESPONSIBILITY: 
Vice President for Student Services


OTHER:
                        


DATE: See History Below


It is the policy of the District Board of Trustees to establish Red Flag Identity Theft Prevention Program designed to detect, prevent and mitigate identity theft in connection with a covered account and to provide for continued administration of the program in compliance with the Fair and Accurate Credit Transactions (FACT) Act of 2003. 
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Purpose

To establish a Red Flag Identity Theft Prevention Program designed to detect, prevent, and mitigate identity theft in connection with a covered account and to provide for continued administration of the program in compliance with the Fair and Accurate Credit Transactions (FACT) Act of 2003.  The College recognizes that absolute security against all threats is an unrealistic expectation. The goal is to reduce the risk through implementation of these procedures.
These procedures were derived through a risk assessment of the College’s methods of opening new or accessing existing accounts. Determination of appropriate security measures must be a part of all operations and shall undergo periodic evaluation.

Definitions:

1.  Identity Theft- fraud committed or attempted using the identifying information of another person without that person’s authorization.

2. Covered account- an account that involves or is designated to permit multiple payments or transactions.  Examples include a credit card payments, institutional short term loans, and deferments of tuition. 
3. Red Flag- a pattern, practice or specific activity that indicates the possible existence of identity theft.

4. Creditor- any person or entity that defers payment for services rendered.  A college could be considered a creditor by participating in Direct Lending programs, offering institutional loans to students, offering a plan for payment of tuition throughout the semester, rather than requiring full payment at the beginning of the semester and by offering tuition deferments.
Procedure 6Hx12:03-20
(Continued)
Page 2 of 5

5. CSI- confidential and sensitive information that is beyond the personal information found in a telephone book.
Procedure:
1.  The College’s program shall include reasonable procedures and processes to:

a. Identify relevant red flags for covered accounts and incorporate those red flags into the program.

b. Detect red flags that have been incorporated in the program.  The College will develop and implement a process for authenticating the identity of individuals prior to transacting business or releasing information.
c. Respond appropriately to any red flags that are detected to prevent and mitigate identity theft.

d. Ensure the program is updated periodically to reflect changes in risks to students, employees and vendors as well as the safety and soundness of the creditor from identity theft.
e. Require that all third party service providers that conduct business with the College and have access to CSI from covered accounts have policies, procedures and programs that comply with the “Red Flags” Rule. Further, service providers must notify the College of any security incidents they experience, even if the incidents may not have led to an actual compromise of the College’s student applicant or other customer data.

2.  Identification of Covered Accounts:

 The College has identified the following types of covered accounts:

a.  Student Accounts/Records
b. Deferment of tuition payments

c. Short term student loans

d. Employee files, vendor contracts and service providers files.
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3.  Administration of Program
The Red Flag Identity Theft Prevention Team shall be responsible for the development, implementation and oversight of the program.  Each department shall be responsible for determining the personnel that handles confidential and sensitive information and the response plan to be followed if a red flag is detected.  Each employee shall be responsible for safeguarding the information contained in the College’s covered accounts.

4.  Categories of red flags included in the program
The College has identified the following red flags to detect potential fraud. These are not intended to be all-inclusive and other suspicious activity may be investigated as necessary. 

a. Alerts, notifications or other warnings from service providers.
b. The presentation of suspicious documents or personal identifying information.  Some examples include:

(1) Identification documents that appear to be altered

(2) Photo and physical description do not match appearance of student, vendor or employee
(3) Other information is inconsistent with information provided by student, vendor or employee
(4) Other information provided by student, vendor or employee  is inconsistent with information on file

(5) Application appears altered or destroyed and reassembled

(6) Personal information provided by student  does not match other sources of information (e.g. social security number is not issued or listed as deceased)

(7) Social security number is the same as that of another  student at the College
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(8) Student, vendor or employee cannot provide information        requested beyond what could commonly be found in a purse or wallet.       
(9) Identity theft is reported or discovered

5. Response to Attempted/Suspected Fraudulent Use of Identity

The response shall be commensurate with the degree of risk posed.  Appropriate responses may include those shown below.  All detections or suspicious red flags shall be reported to the appropriate department supervisor and the Vice President of Business Services.  
a.  Monitor a covered account for evidence of identity theft.
b.  Contact the individual whose identity may be compromised.
c. Change/disable any passwords, security codes or other security devices that permit access to a covered account.
d. Place a hold on a covered account.
e. Notify appropriate college officials or law enforcement.

f. Determine no response is warranted under the particular circumstance.

6.  Employee Training

The College will implement annual training to:

a. Emphasize the importance of prevention of identity theft.

b. Explain the Program rules to relevant staff and train them to spot     security vulnerabilities, and update them about new risks and vulnerabilities.

c. Inform employees of FERPA guidelines.

d. Advise employees that violation of the College’s Red Flag Identity Theft Program policy/procedures is grounds for discipline, up to and including dismissal.
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7. Identity Theft Prevention Procedure Review and Approval

The College Red Flags Identity Theft Prevention Team will review the procedure at least annually.  A report will be prepared annually and submitted to the Board of Trustees to include matters related to the procedure, the effectiveness of the policies and procedures, the oversight and effectiveness of program, a summary of any identify theft incidents and the response to the incidents, and recommendations for substantial changes to the procedure, if any.
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